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Quick overview of the process

unrestricted



NISDUC

v’ Wuppermann
Products

unrestricted 4



NISDUC

Core business processes

N

Company risk management

Risk = Chance of outcome
Acceptable level?
Incl. supply chain

¥

Cyber Business Impact Analysis

|dentify critical assets
Identify chance & impact
Incl. supply chain

¥

Cyber Threat & Risk Assessment

Define threats per asset
Define risk per asset (int+ext)
Handle risk portions

$ ® 9 @

Preventive
measures

Disaster
Recovery
Plan

Business
Continuity
Plan

Incident
management

Prepare for “What IF...?”
Schedule measures
Incl. supply chain

unrestricted




NISDUC

N

Cybersecurity Gap analysis
including the supply chain

Risk Securllty Security Securlty Level
Evaluation Leve Level Ca abilit
Target Achieved P y

Risk Appetite 0 Resilience
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Example risk matrix for Cybersecurity
In Operational Technology (OT)

Security protection Level
Very unlikely Unlikely Possible Likely Very likely

- Hacker expertise

U Availability loss Nation States Organized criminals Black Hat professionals Hacking groups Hacktivists

|

Negligible 0 — 24 hours

1
1
1
1
1
1
1
1
1
1
£
1
1
1
1
1
1
1
&
1
1
1
1
1
1
1
1
1
+

Organization Maturity Level

Disastrous 3 — 6 months
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What is IT/OT?
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Example: Dependencies of services

Involve: Company mgt, Production mgt, Facility mgt, Maintenance (E+M), ICT, Purchasing, etc.
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‘h’ Wuppermann

Example: Risk inventory
Per supplier and per asset > 1-2-3 rule / I-T-T-T
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Agree on company alignment for:
Scope of services, time window, response time, roles, point of contact, actual information, certificates etc.
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Example: Drive Converter & Transformer

. { S/EMGNS

- -

gy
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Example: stones for the pot of the sink bath

Strip exiting

Strip entering the bath
e pa

Deflector
sink roll

\Pot
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Cybersecurity strongly demands for:

Professional company management
Risk management

Preparation & Training

COLLABORATION
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Q&A
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