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®— Transposition in Belgium

Adoption of the Draft law approved by the January/February 2024 June 2024 Entry into force
NIS2 Directive Council of Ministers Review/second reading (Elections) NIS 2 law
14/12/2022 10/11/2023 18/10/2024

Public Adoption of the law
consultation/ at the Parliament Preparation
formal advices on April 18th

Entry into force
NIS 2RD
18/10/2024 (tbc)

Formal Adoption :
Royal decree approved by advices RD RD Preparation

the Council of Ministers
10/11/2023

Start of the Belgian EU
Presidency 2024
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®— General disclaimer

=
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)

The content of this presentation is partly based on the NIS2 law voted on 18" of April and the draft Royal Decree and provides, where

appropriate, a simplified summary of these provisions. Therefore, the elements may still be subject to change.
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®— (Cybersecurity

EU CYBERSECURITY
ACT

EU Cyber Resilience Act

For safer & more secure
digital products

'f

’ YBERSECURITY

Al Act
-y RED Directive
NIS  oom

Risk assessment Take measures: \
based on * Proportionate
‘thc entity’s size e State of the art

‘thc degree of the entity’s

: ° measures
exposure to risks - .
the likelihood of * based on internationa

occurrence of incidents  standards
*their severity (including their /

societal and economic impact)
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®— \What do we need ? ‘

Actionable measures as a routine to:

> protect data

> significantly reduce the risk of the most
common cyber-attacks

» increase an organisation’s
cyber resilience

Making Belgium
one of Europe's

least cyber-
vulnerable »

countries

ve :
Cyber
Security

Insight into

S = threats
Sharing knowledge
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CyberFundamentals

CyberFundamentals

Framework

" ESSENTIAL |

/ IMPORTANT

140 controls

117 controls

| 34 controls

N Non-technical

formulated
guidelines
& recommendations

y
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ESSENTIAL: 100 % Attack countered

IMPORTANT: 94 % Attacks countered

BASIC: 82 % Attacks countered

CERT attack profiles (retrofit of successful attacks)

CYBERSECURITY
BELGIUM

\
%‘, CENTRE FOR 9 CERT.be



%ri. CENTRE FOR
CYBERSECURITY

®— NIST CSF as a starting point — Why? # &

National Institute of
Standards and Technology

U.S. Department of Commerce

* Common and accessible language

* Adaptable to many technologies, lifecycle phases, Funcion Category Caegory acniter
Govern (GV) Organizational Context GV.0C
Risk Management Strategy GV.RM
sectors and uses oty Sl i ik Vg
* Risk-based —

* Based on international standards

* Living document

* Guided by many angels — private sector, academia,

public sector

Recover (RC) Incident Recovery Plan Execution RC.RP

| Incident Recovery Communication RC.CO

NIST Cybersecurity Framework 2.0 (WIP)
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®— [he levels

ESSENTIAL

IMPORTANT

140 controls

117 controls

34 controls

Non-technical
formulated guidelines

and recommendations

% o

YBERSECURITY
v

Framework:
- Controls (Requirements)

- Guidance * NIST CSF

- Normative references: ° /SO 27001/2
* IEC 62443

* CIS Controls

Eligibility for labelling through
ISO/IEC 27001 certification
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®— Proportionality - the Principle of balance

Risk assessment tool to determine the assurance level

Through the

[T ] &' = S ma fuemmrrsi | el W
— Inrdfars. Pl Ly Bl L
assurance levels —— - [l — = — ==
m hadeal ] Pruk ke v o P e e L] ek Cam | Frmi SV P m
based on nipay A, b . = .
el T T g g ] =l e - - =l Hih
i Ak il =R B B gl TR
T 0 O et O A Al e | e e |
[ S RO L T R i bl - bl - e b ] CyFun Lessd
.- ETENTIAL

Focus on real E—— Key Measures

Conformity thresholds considering the maturity level.

IMPORTANT ESSENTIAL

Through

Min KM Maturity >25/5 >3/5 >3/5
CategoryMaturity -~ >3
Total Maturity >25/5 >3/5 >3,5/5
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@® — Proportionality — Assurance levels based on cyber risk

Essential Entities

Important Entities I ) (£

/ \ @ oo -
Entities can be based on their risk He -
analysis/assessment apply a lower level as long

as the NIS2 security measures are fulfilled
h / —

soctpmgume
et

(flexibility mechanism based on the risk assessment)
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® - (CCB Default Risk Assessment

Default Risk Assessment per Sector & Size = appropriate CyberFundamentals Level

VA

CENTRE FOR

A

Version: 2023-08-03

),W

DA,
W °

CYBERSECURITY

‘ CYBERSECURITY
BELGIUM
Energv Common skills Common skills Common skills Extended Skills Extended Skills
______________________________________________________________________ !
o Threat . Ideologues . . Nation State |
Organization Size (L/M/S = 3/2/1) Competitors o Terrorist Cyber Criminals :
Actor Type Hactivists actor .
Global or . ) \ . .
C y ber Attack Ca tegg ry Targetted Impact Prob  |Risk Score Prob  |Risk Score Prob | Risk Score Prob | Risk Score Prob | Risk Score
Sabotage/ Disruption (DDOS,...) 2 High Low 0 Low 0 Med 30 Med 30 High 60
Information Theft (espionage, ...) 2 High Low 0 Low 0 Low 0 High 60 High 60
Crime (Ransom attacks) 1 High Low 0 Low 0 Low 0 High 30 Low 0
Hactivism (Subversion, defacement...) 1 Med Low 0 Med 7,5 Low 0 Low 0 Med 7,5
Disinformation (political influencing) 1 Low Low 0 Med 0 Low 0 Low 0 Low 0 Score CyFun Level
Total Total 0 7,5 30 120 127,5 285

https://atwork.safeonweb.be/tools-resources/cyberfundamentals-framework/choosing-right-cyber-fundamentals-assurance-level-your-organisation
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®— Key Measures

=» No misuse of risk assessments to do nothing = just do it

Measure
1 | Identify who should have access to critical information and technology wpils‘i)?g: GT:EH;‘:@
2 | Limit employee access to to what they need to do their jobs
3 | Nobody shall have administrator privileges for daily tasks }HSSEBWE %EEES;%EIENS
4 | Secure remote access e.g. using MFA FOR RANSOMWARE
5 Install and activate firewalls. AND THOSE WHO JUST WAIT
6 |Incorporate network segmentation and segregation.
7/ Install Patches and security updates.
8 'Maintain and review (activity) Logs.
9 Install and update Anti-virus, -spyware, and other -malware programs |
10 |Make Backups and store them separately. g
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® — Respond: Acting on a detected cybersecurity incident

FRAMEWORK
Response

Planning
[RS.RP]

e

B

E
%

Analysis Mitigation
[RS.AN] [RS.MI]

Communications
[RS.CQO]

Improvement
[RS.IM]
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® — Respond: Acting on a detected cybersecurity incident

Basic response plan l
Response

Planning
[RS.RP]

Analysis \ Mitigation
[RS.AN] [RS.MI]

Post incident evaluation
Communications

[RS.CO]
Info sharing with employees

Improvement
[RS.IM]
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® — Respond: Acting on a detected cybersecurity incident

Developed respons plan m

Investigate received notifications + corrective actions

Response
ncident Planning IMPORTANT
categorization [RS.RP] Incident handling
- capabillit
Analysis Mitigation S
Vulnerability [RS.AN] [RS.MI]

management

Communications

Info sharing with employees [RS.CO]

And relevant stakeholders Post incident evaluation

Coordinate response actions | ImrEI;oS\/ ?I\r/r:]ent Incident handling

improvement
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® — Respond: Acting on a detected cybersecurity incident

Investigate using

automated mechanisms
Incident Response

Developed response plan '“
+ corrective actions y

ESSENTIAL

categorization Planning

Automated [RS.RP] ncident handli

Vulnerabilit - ... ncident handling

I\/Ianagemer):t Analysis * Mitigation capability
[RS.AN] (RS.MI]

Forensics

Communications

| | [RS.CO]
Info sharing with employees

And relevant stakeholders
Coordinate response actions

Post incident evaluation

Improvement

RS.IM| Incident handling

improvement
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®— CyberFundamentals is measurable

Documentation

Implementation

Level 1 - Initial

Level 2 - Repeatable

‘ Level 3 - Defined

Maturity level

Level 4 - Managed
Level 5 - Optimized
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®— CyberFundamentals is measurable

Maturity level

Documentation
score

Documentation
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BELGIUM

Implementation
score

Implementation

Initial
(Level 1)

Repeatable
(Level 2)

Defined
(Level 3)

Managed
(Level 4)

Optimizing
(Level 35)

No Process documentation or not formally approved by
management

Formally approved Process documentation exists but not
reviewed in the previous 2 years

Formally approved Process documentation exists, and
exceptions are documented and approved. Documented &
approved exceptions < 5% of the time

Formally approved Process documentation exists, and
exceptions are documented and approved. Documented &
approved exceptions < 3% of the time

Formally approved Process documentation exists, and
exceptions are documented and approved. Documented &
approved exceptions < 0,5% of the time

Standard process does not exist.

Ad-hoc process exists and is done informally.

Formal process exists and is implemented. Evidence available
for most activities. Less than 10% process exceptions.

Formal process exists and is implemented. Evidence available
for all activities. Detailed metrics of the process are captured
and reported.

Minimal target for metrics has been established. Less than 5% of
process exceptions.

Formal process exists and is implemented. Evidence available
for all activities. Detailed metrics of the process are captured and
reported.

Minimal target for metrics has been established and continually
improving. Less than 1% of process exceptions.
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®— CyberFundamentals is measurable

= The Self-Assessment tool

Function

Category

Key Measure

CYBERSECURITY

CyberFundamentals Categories

Target Maturity

Owerall

Documentation | Implementation

AR Maturity Score | Maturity Score

Maturity Score

1,03 H 102

Asset Management (1D.AM)
Business Environment (1D.BE)

2

1,00
1,00

Management, Authentication and Access Control (B

L

Response Plan
Lo
Analysis (RS.AN)

(RS.RP)

Improvements (RE.IM)

Re

Eu-:mmunicaticuns (RC.COY

CyberFundamentals Maturity Level IMPORTANT

i Target M turity Score i C3tegory Maturity Score
Communicstions (RC.CO) 50
Improvements {RC.IM ) 45
\ 4
Recovery Flanning (RC.RF) 35

hS

Improvements (RS.IM)

Mitigation (RS, M}

Analysis (AS.AN) —
Communications [RS.CO)

Response Planning (RERF) s v

Security Continuous M onitor ng (DE.CHM)

Anomalies and Events (DE AE) .

b3
25

Protective Technology (PR F‘1j-

Documenistion Maturity Soone

Azst Management [IDLAM]

Business Enwironment (IDUEE)

Governance {1D.GV]
-

CyberFundamentals Framework
—a— Maturity Levels
5 - Optimizing
4 - Managed
3 - Defined
2 - Repeatable
1-Initial

, Risk Assesment (ID. RA)

Risk Management Strategy (ID.RM)

—— Supply Chain Risk Management (ID.5C)

- ldentity Management, Authenti cation and

Apcess Control (PR.AC)

' awareness and Training {PRLAT]

¥ " Data Security [PRLOS)

*Infior mation Protection Processes and

L rocadurss
Maintenance iFFLMAr

(PRP)

KEY MEASURES (KMW)

. CyFUn Self-Assesment
Total Maturity level Tool Version 2023-10-02
1,03
KEY MEASURES (KM
Target KM L 5
Sub virement : Matrfrity Maturity Documentation : Implementation
Category ! - : Maturity Score | Maturity Score
: Score Score :
PRAC-1 ildentltlesand credentials for suthorized devices 3,00 1,00 1,00 1,00
1and users shall be managed.
:The organization's networks when accessed : i
PR.AC-3 iremotely shall be secured, including through 3,00 1,00 1,00 1,00
i multi-factor authentication [MFA). :
ﬂ:\cess permissions for users to the :
PR.AC-4 organization’s systems shall be defined and 3,00 1,00 1,00 1,00
imanaged. :
It shall ke identified who should have access to :
PR.AC-4 theorganization's business's critical information & 3,00 1,00 1,00 1,00
:and technology and the means to get access. H
"""""""" e R
ilimited to the systems and specific information
PR.ACH theyneedtodotheir jobs [the principle of Least 3,00 1,00 1,00 1,00
iPri\riIegEI. :
""""""" ‘Nobody shall have administrator privilegesfor | | TR
PR.AC-4 dailytasks. 3,00 1,00 1,00 100

sub Target KM
: Requirement ! Maturity | Matur
Category : i
: i Score Scor
Information security and cybersecurity roles, responsibilities
IDAM-E ' and authorities within the organization shall be documented, 3,00 1,00

4 ns, connection requirements,
{implementation guidance, and authorizations for remote
{access to the organization’s critical systems environment

VWhere appropriate, network integrity of the organization's
icritical systems shall be protected by :
(1) Identifying, documenting, and controlling connections 300
ibetween system components. i !
}(2) Limiting external connections to the organization's critical

PR.AC-5

:The organization shall monitor and control connections and
‘communications at the external boundary and at key internal 300
iboundaries within the organization's critical systems by : !

The organization shall take appropriate actions resulting in
ithE manitoring of its critical systems at external borders and
icritical internal points when unauthorized access and
iactivities, including data leakage, iz detected.

iThe organization shall develop, document, and maintain a
! baseline configuration for the its business critical systems.

............... OO OO OO OO EIOOCOCHCOCNCOCNONONONOTOTOTOTOTONOs

iThenrganizatiDn shall menitor and identify unauthorized use !
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®— CyberFundamentals is assessable
2 Conformity Assessment Scheme (in collaboration with @

_ BASIC IMPORTANT ESSENTIAL

Type of assessment Verification Verification Certification

Verification Verification

Certification audit
of self-assessment of self-assessment

Assessment method

Assessment performed by Accredited CAB Accredited CAB Accredited CAB

Accreditation standard ISO 17029 ISO 17029 ISO 17021-1

3yrs repetitive cycle
Year 0: Complete
Year 1&2: partial
(surveillance)

The verification statement reflects only the
Frequency situation at the point in time it is issued.
There is no repetitive cycle.

Assurance evidence Verified Claim Verified Claim Certificate
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®— CyberFundamentals is assessable

2 Conformity Assessment Scheme — labeling

IMPORTANT

CyFun f CyFun

IMPORTANT I
Verified

[=];
[=]

BASIC
Verified
ElisE
2

Certified

%

2
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® — The CyberFundamentals ecosystem ’

CyFun® B ==
'Safemweb [}
Framework mapping
CYBER FUNDAMENTALS o,gam,aﬁon:(g:mfs=s/zm Competitors | 40198465 | rororist | cyber Criminals ";:;';s'a'e
ESSENTIAL Version 2023-01-30 C y F u n ® Cyber Attack Category  [Saiiil impact 5 Pro r Prob Prob
mmmmmm Selection tool [ ===t TR IE S TR S
T e — = = (Risk Assessment) |z |0 2 (2o m sl 2 5 e
S M A LL . ] bl belgl UNDER THE A v B ° ” ® - e 2 ESSENTIAL
CyFun®
A /C berFundamentals Labels\ Seli-Assessment tool
CyberFundamentals y ) e
: e e
Conformity | [ omn |
Assessment X Saflofol stakatey CyFun® BASIC
Scheme Verified Verified Certified

Policy templates

[l =] z
b :

for CAB’s W, B

\_ / /

CyberFundamentals Toolbox is publicly available = www.cyfun.eu 22 ~®
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® — Reference frameworks for conformity assessment

Essential entities shall submit to regular conformity assessment

¥
Mandatory

Important entities may submit to regular conformity assessment

\
Voluntary

—_—

CYBERSECURITY
BELGIUM
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CyberFundamentals (CyFun®)
1ISO 27001
Inspection by the CCB

—

—_—

CyberFundamentals (CyFun®)

150 27001

Conformity Assessment by an accredited Conformity Assessment Body (CAB) authorized by the CCB

23 @



'; CYBERSECURITY

® - Dedicated Risk Assessment

Risk assessment is mandatory.

Risk assessment is the core of the CyberFundamentals Framework

BASIC - ID.GV-4.1: As part of the company's overall risk management, a comprehensive
strategy to manage information security and cybersecurity risks shall be developed
and updated when changes occur.

BASIC - ID.RA-5.1: The organization shall conduct risk assessments in which risk is
determined by threats, vulnerabilities and impact on business processes and assets.

No specific methodology to perform risk assessment is imposed.
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Mandatory regular conformity assessment for essential
entities with 3 different options

'A“ CENTRE FOR
"g;‘ CYBERSECURITY

» . BELGIUM
Certification/Label Certification 1SO

Cyber 27001
Fundamentals by an authorized Mandatory

Inspection by CCB

by an authorized CAB
CAB

(with the relevant
scope and
statement of
applicability)

CyFun® Py
ISO
NS
27001

Presumption of conformity

(with the relevant
scope)

OR

(fees for the entity)
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@ — Relation to conformity assessment in the NIS2 directive

Important entities Essential entities
Ex-post Ex-ante + Ex-post
On-site inspections & off-site supervision
Targeted security audits based on risk assessments
Security scans

Request information

Regular audits carried out by an independent
body or a competent authority

Request evidence on implementing Cyber

Security policies
IMPORTANT ESSENTIAL
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®— An answer to and beyond NISZ

Private and public entities:
* NIS2 presumption of compliance

+ Supply Chain cybersecurity assurance

- Use to demonstrate the entities resilience to banks, assurance
companies

* Voluntary use

» Use Certification under accreditation: Cost effectiveness

Accredited once,
Accepted everywhere.

EUROPEAN
ACCREDITATION
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Summary

Focus on both Awareness & training, (Technical) Security Measures and
Governance

Address measures for People, Processes and Technology

Multi-standards framework, international references

Requirements linked to standards in use by business community (NIST; CIS; ISO27XXX,
IEC 62433)

Guidance
Proportional requirements
Embedded within a framework for all (Belgian) entities, including NIS entities
Enabling to define each one’s growth path
Proportional assurance
Self-assessment, internal/external audit and/or certification

Framework for international collaboration with national authorities
Certification scheme under accreditation based on attack vector validated measures
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Johan Klykens Q;/\ ‘
Head of CCB Certification Authority (NCCAY) )\>
certification@eeb-belgium.be

Centre for Cybersecurity Belgium
Under the authority of the Prime Minister

Rue de la Lol / Wetstraat 18 - 1000 Brussels
www.ccb.belgium.be
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®— What does TLP Green mean? W e

TRAFFIC LIGHT PROTOCOL (TLP)

Sources may use TLP:GREEN when information is useful to increase
awareness within their wider community.

Green (TLP GREEN) Recipients may share TLP:GREEN information with peers and partner

‘ Limited disclosure, recipientscan spread this —— grg@nizations within their community, but not via publicly accessible

within their community.

channels (e.g. websites, LinkedIn...). TLP:GREEN information may not be
shared outside of the community. Note: when “community” is not defined,

assume the cybersecurity/defense community.
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