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Challenges from NIS to NIS 2

• New sectors

• Lack of Awareness for the NIS 2 Scope

• How and where to start for assessing and improving cybersecurity maturity?

• How to improve information exchange?

• Short timeline for transposition and implementation

Telecom Trusted Service 
Providers Waste Water Managed Service 

Providers
Public 
administration Space

Food Production Postal Services Manufacturing Providers of Social 
Networks

Waste 
Management Medical Devices



GLOBAL CYBERSECURITY PLATFORM
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Incident notification platform

• Multi-regulation

• Completely configurable:

o Reports

o Questions

o Deadlines

• Review by authorities on the platform

Incident Notification

NIS 2 CER GDPR

EARLY WARNING

OFFICIAL INCIDENT 
NOTIFICATION

INTERMEDIATE
STATUS REPORT

FINAL REPORT
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GUIDELINES
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Guidelines

General Guidelines
• Adapted to the maturity of a company in regards to cybersecurity

• Size of a company matters
• Sectoral specifications – Dependence on digital elements matters

Subject specific Guidelines 

Level 0 Level 1 Level 2 Level 3

Risk 
analysis

Supply 
chain

Incident 
notification Training ISAC



AWARENESS RAISING
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Approach

Information sessions Contacting regulated entities
Conferences & local 

collaborations



LIST OF ESSENTIAL AND IMPORTANT 
ENTITIES IN LUXEMBOURG 
Hervé Cholez (LIST)



(a) the name of 
the entity

(b) the address and 
up-to-date contact 
details, including 

email addresses, IP 
ranges and 

telephone numbers

(c) where 
applicable, the 

relevant sector 
and subsector 

referred to in 
Annex I or II

(d) where 
applicable, a list of 

the Member States 
where they provide 

services falling 
within the scope of 

this Directive

Member States shall require the entities referred to in that paragraph to 
submit at least the following information to the competent authorities:
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Context, scope, analysis

Communication 
channels identification 

for sectors/entities

Criticality criteria analyse and 
update of the registration 

form/tool

Collection of entities data

Design and development of a 
tool for automatic data 

collection

Self-registration ILR data collection

Entities registry 
(Web-based)

Regular 
updates
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support activities in Luxembourg
Data collection

Data source 1 Data source 2

Data source 3 Data source 4

Automatic data 
collection tool 
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COLLABORATION - VULNERABILITY 
DISCLOSURE
Gérard Wagener (CIRCL)
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Current vulnerabilities disclosure activities

• Vital for enhancing IT security.

• Often neglected despite its importance.

• Case study: A pentester discovers a vulnerability in Product X.
• Pentester informs the client.

• Client opts to discontinue the product.

• Vulnerability remains unreported to the vendor due to lack of resources.

• CIRCL offers anonymous vulnerability reporting services.

• CIRCL takes the workload of vulnerability disclosure.

• CIRCL issues technical reports with details and remedies for vulnerabilities affecting a 
significant portion of the constituency.
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What does vulnerability disclosure work involve?

• Engagement with the reporter.

• Evaluation of the claim:
• Reproducibility, duplication, nature, etc.

• Request for standardized referencing in national and international databases like 

those managed by CVE.

• Collaboration with the vendor:
• Confirmation of vulnerability resolution and publication.

• Communication with relevant local stakeholders such as NC3, ILR, and the 
general public to relay the vulnerability.

https://www.cve.org/
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What will be new in NIS2 regarding at CIRCL vulnerability disclosure

• NIS2 reinforces the legal framework of vulnerability reporting.

• NIS2 will boost incentives to report vulnerabilities.

• CIRCL will provide new tooling for vulnerability management.

• Scenario-based Cyber Security Incident for risk assessment:
- will be open data
- can be used by regulators
- can be use by observatory

- New tooling available: https://github.com/cve-search/vulnerability-lookup

https://github.com/cve-search/vulnerability-lookup
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ILR TIMELINE



Thank you!
Any questions?
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