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Research, data & innovation

Ecosystem & industrialization
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ABOUT US

rI'he NC3 mission is to support the
Luxembourg ecosystem in building
cybersecurity competence and
capacity, in a way that contributes
to develop the cybersecurity
industrial base, and strengthens the
strategic autonomy of the European
Union.
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=== Objectives of the Observatory

The primary objective of the National Cybersecurity Competence Centre
(NC3) is to assist enterprises ( with a strong focus on SMEs) as well as
NGOQO’s and Municipalities. To this end, NC3 has created an observatory,
the Threat Observatory Platform (NC3 TOP), to monitor and report on
cyber threats and risks.

NC3 TOP's primary purpose is to provide users with reliable and factual
information about emerging threats to aid in their decision-making
process. By doing so, it assists users in selecting the best prevention
strategies to pursue, with a specific emphasis on optimizing the

allocation of security spending.




=== [Main sources of information

&, I

MISP

Threat Sharing . SPAMBEE
MISP is an open source threat intelligence SPAMBEE is a tool for handling suspicious
platform for sharing, storing and correlating emails. It conducts a comprehensive diagnosis of
Indicators of Compromise (loC's) of targeted any suspicious email to determine whether it is
attacks, threat intelligence, financial fraud spam or phishing.

information, or vulnerability information
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=== Conceptual Model

A simplified conceptual model was defined to enhance the
utilization of cyber threat information by non-experts,
eliminate the use of technical jargon, and adopt a strict
interpretative method of risk assessment.

The primary objective was to improve the accessibility and

understanding of cyber threat information for a broader
audience.

Def.: Risk = Prob(Threat) ® Consequence( Vulnerability(Esposed Asset))
. @ nc3.lu



=== Conceptual Model

Risk = Prob(Threat) ® Cosequence( Vulnerability(Esposed Asset))

Hazard and Threat dimension Victim Dimension Consequence

Artefact Emw:;Tm"mr Point R o e o 2 ty p e Of
Threat agent Paylcad Tool ! , IT Target Impact > Conse
Infrastructure v quence

|

Vulnerability

All the different aspects are relevant for
supporting the risk management process @ nca.lu
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=== Mapping the information

Hazard and Threat dimension
The proposed model allows

Threat
interpreting the available MISP misP

information. Attribution

Victim Dimension Consequence

The model also allows the
integration of the MISP
information with other sources.
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=== [nfo Classification Process

Natural language processing techniques: The MISP & SPAMBEE records are
subjected to natural language processing techniques, such as tokenization and Named
Entity Recognition (NER), to extract valuable information and insights while also
categorizing and organizing the data.

The mapping process involves scanning data records against reference
information across all dimensions of the conceptual risk model. The reference
information utilized is derived from reputable and established sources that are well-

known and widely recognized. [N e mal@dia -V

These techniques help in identifying significant entities and
breaking down the information into manageable segments for

better understanding and analysis.
l C nc3.lu
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=== Example

Comparison of nomenclature of

threat actors between MITRE
ATT&CK® and MISP

. Ajax Security Team

DL Andariel
[ aviss

APT29

. Magic Hound

I:L Deep Panda
D GALLIUM

. Dragonfly 2.0

. Inception
EI JOilRig

D Indrik Spider

Patchwork

Sandworm Team

Windshift

Wizard Spider
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Rocket Kitten
Flying Kitten
Silent Chollima
Lazarus Group
MAGNALLIUM
Cleaver

UNC2452

APT 29

Charming Kitten
Shell Crew
Hurricane Panda
Operation Soft Cell
Energetic Bear
DYMALLOY
TeamSpy Crew
Inception Framework
Cloud Atlas
CHRYSENE

Evil Corp

INDRIK SPIDER
Dropping Elephant
VICEROY TIGER
ELECTRUM
TeleBots
Sandworm
Bahamut
WindShift
UNC1878
WIZARD SPIDER

GRIM SPIDER

— Cutting Kitten
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Event types

Comparison of event types

Event distribution in 2020

Malware 49.61 %

Other 0.67 %

Phishing 6.44 %

Details

APT 1.58 %

Unknown 41.7 %

show[10 v|entries  search: I:I

Type Count Percentage
1 APT 130 158%
2 Malware 4069 49.61%
3 Other 55 0.67%
4 Phishing 528  6.44%
5 Unknown 3420 417%
Showing 1 to 5 of 5 entries Previous | 1 ‘ Next

Event distribution in 202

Malware 56.27 %

Other 0.97 %

Phishing 8.50 %

Details

show[10 v |entries

1

APT1.83 %

Unknown 32.34 %

Type Count  Percentage
1 APT 19 183%
2 Malware 583 56.27%
3 Other 10 097%
4 Phishing 89 859%
5 Unknown 335 3234%
Showing 1to 5 of 5 entries Previous T Next

=== Simply monitoring & Counting?

Number Event/Day Event/Year Rate
2020 4069 111 4.069,0

Malware 0,6
1 Jan - 30 March 2021 583 6.5 2.364,4

ATP 2020 130 0,36 130,0 06
1 Jan - 30 March 2021 19 0,21 771

Phishing 2020 528 14 528,0 0.7
1 Jan - 30 March 2021 89 1,0 360,9

nc3.lu
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___More than simply

counting

11
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== Interpretation of potential threat occurrence

C3 OBSV Platform ?  ABOUTC30BSV

= ?  ABouTC30BSV

Setbonrd st vt Poisson analysis Poisson analysis

Poisson
Select data to analyze Settings Select data to analyze Settings
Dimension Choose precision Dimension Choose precision
. ® lyear
Threat actors Threat actors - ® 1year
6months 6months
Record 3months necord Jmonthe
APT28 - 1menth month
Lweek TAS0S - -
Lweek
Frequency histogram Poisson distribution .
quency histogi Frequency histogram Poisson distribution

Attack prevision over 2021

Histogram istogram Attack prevision over 2021
| H r'
2 8 H £
5 <4 5 5 @ g
£ 5 3
2 H :
N H H S-‘ 3
|:| i = ° 01950195
2835 001 ° 0100
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Vear of absenaton Goii i e i 2018 2019 2020 gt | R somsoononn o o o
Atackspr year ] ]

Year of observation 8 o

Attacks per year

Records analyzed

show[i0 <] entries s [ ]

Records analyzed

index  id eventid  category  type comment value  date time

2 2 wsts2 7 Attribution  threat-actor APT28 20160615 131130 bdec ol ) Eeny U B comment R D

2 2 aasts s Attribution threat-actor AT 20160615 132126 259 258 141328 13097 Atiibution  threat-actor  Attribution by Proofpoint  TASOS  2018-1119 182443

0 29 a0 a3 P e P o 260 259 1e1845 12993 Atiibution  threat-actor TASOS 20190114 111602

s 3 acss a3 Atribution  threat-actor APT28 20160628 113137 22 261 141996 13127 Atiibution  threat-actor  Attribution by Proofpoint  TASOS 2019011 111332

s s sema e Attribution  threatactor  Threat Group APTI8 20161018 131015 268 267 154140 13512 Attribution  threatactor  Threat Actor TASOS 20181116 18:8:14

o 6 25 565 Attribution  threat-actor APT28 20160227 133218 269 268 1550417 13699 Atiibution  threat-actor TASOS 20190130 1438:09

8 o ez 43 Attribution  threat-actor APT28 20160825  09:0926 310 309 s634s2 65083 Atiibution  threat-actor TASOS 20200220 10:13:14

8 8 693050 5018 Atribution  threat-actor APTZ8 20161003 080140 a2 311 8895244 66080 Attribution  threat-actor TASOS 20200218 18:31:04 ”

o 53 Ga000  se6T Attibution  threatactor APTS oowmorez 083 a4 a3 om0 ene Atibution threat-actor TS 2000507 132028 n c 3. I u
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=== Phishing example

"Display” - Keyword: 'Midicare'

January 2022
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Display: 'Medicare' keyword
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Hazard and Threat dimension Victim Dimension Consequence

Threat External : Internal
Threat agent Artefact Transfer IT Target
Pathway
C3 OBSV Platform = ?  ABOUTC30BSV
£ DataManagement
Sankey Diagram
2020 2021
Settings
Filter on attack group
23S Check new event
APT16 -
B8 Reporting
Network
Not available
CVE-2015-1701
APT16 - Japan [l
M Taiwan [ ]
India [l
HongKong [
CVE-2015-2545 Thailand [l
Kazakhstan [ ]
Kyrgyzstan [l
L Uzbekistan [7]
Myanmar [
Nepal [ |
Philippines [J]
Origin points
index id eventid category  type comment value  date time
000 330733 2867 Attribution  threat-actor APTI6  16798.00  40785.00 nc3.| u
000 430887 3868 Attribution  threat-actor  Groups using the CVE-2015-2545 ~ APT16  16947.00  39141.00 National Cybersecurity
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=== Previous Recorded CVEs

ABOUT C3 OBSV

?

C3 OBSV Platform

Cluster analysis

2021

2020

Choose dataset

CVE
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Choose event number

11034

Cluster Dendrogram
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=== Dissemination
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=== Dissemination strategy

LFC

Luxembourg House
of Cybersecurity

Qe

.,
o

2022 - IV Quarterly Bulletin

NC3 TOP - Threat Observatory Platform

Bulletin Period

today
Past information (MISP Records) Monitoring Activity

Competence Center
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=== Bulletin: type of information

1.  Quarter of the year covered by the Trend Legend

present Bulletin ‘ nc3.lu BULLETIN g ’ LF’C ¢ Increasing trend (worsening)
. . . . ational Cybersecurit

2. Dimension of the model described in the Comparence conter k Luemboung House o _ .
table LUXEMBOURG Qtr2_2020 of Cybersecurity Slight increasing trend (worsening)

iti i i ifi Stable trend

3. Entities or |tgms identified as the most G THREAT ACTOR /6\
prevalent during the Quarter covered by _ . )
the Bulletin Qtr1_2020 Qtr2_2020 Trend Slight decreasing trend (improvement)

# % # %

4. Number of items and percentage relative e\ APTIL 011% 5 0.13% 0 Decreasing trend (improvement)
to the total number of items in this 0.15% 0.17%
category Gamaredon Group 4 4 4 d

. Lazarus Group 0 0,00% 3 0,13% . .

5. Total number of attribute and e o ) 2o 1 Attribution Rate Legend
unattributed items, where “attributed” ’ ’ V Decreasing Attribution Rate
means that the corresponding event can V  slight Decreasing Attribution Rate
be linked with an item of the Dimension &7 Number of attributed events 61 2,23% 39 1,70% v = Stable Attribution Rate

6. Rate of attribution showmg the Number of unattributed events 2677 97,77% 2250 98,30% v A slight Increasing Attribution Rate
proportion of events that can be A Increasing Attribution Rate
attributed relatively to the overall number
of events G— Attribution Rate  2,2% 1,7% \V4

7. comparison with the previous quarter
and corresponding trend

{ ; nc3.lu
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=== Observatory & NIS2




=== N |S2 directive

Article 21 - NIS2 requires essential and important entities to take
appropriate measures to manage cybersecurity risks and
prevent or minimize the impact of incidents on their services and
recipients of those services.

The observatory's activities help companies to implement the
NIS2 and to protect economies and society.




The directive's impact assessment™ indicates that companies falling under
the NIS2 framework's scope would need to increase their current IT security
spending by up to 22% during the first few years after the new NIS
framework's introduction.

The observatory activities can help in containing such costs.

Competence Center
LUXEMBOURG
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NIS2 implementation
Observatory support

NIS2 places a particular responsibility on the management bodies of essential and important entities
to approve and oversee the implementation of cybersecurity risk management measures, and it holds
them liable for failing to do so.

The Observatory can help operators:

» To define and to review cyber security policies;

» To define appropriate operational, organizational and technical measures.
» To define and to maintain a cyber security roadmap;

» To design and review the business continuity plan (risk analyses, BIA, security awareness and
incident management)

* On situational awareness
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=== Conclusions

The activities conducted by the observatory can assist in mitigating costs.

By providing users with up-to-date and accurate information on emerging
threats, the observatory can aid in the development and implementation
of effective prevention strategies.

This can help companies avoid costly security breaches and reduce the
financial impact of potential cyber attacks.

The observatory's activities can also help companies make informed
decisions on security spending, ensuring that resources are allocated
effectively to address the most critical cybersecurity risks.




THANK YOU FOR YOUR ATTENTION

C. Dimauro
carmelo.dimauro@nc3.lu
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